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Consent
|

@

Data Protection Officer

21l

Individual rights

Must be confirmed by a statement
or other clear affirmative action. You
cannot assume consent or even use

pre-checked website boxes

Significantly expands the rights of
individuals and what information
they must be provided with regarding
processing activities

Might be obligatory. Requires expert
knowledge of data protection law.
Could be an employee orvia a service
contact

Q

Privacy from start to finish

Penalties General Data

Could be up to 4% of annual global
turnover, or €20m, whichever is
greater. You might be fined even if
there is no actual loss of data

®

Data portability

Protection Regulation
(GDPR)

Privacy considerations must be

built-in everywhere and only data

strictly required for stipulated
purpose can be used

g

Wider scope

I

I
Individuals now have the right to

move, copy or transfer personal data—

even to a competitor

Covers your business, plus those who
process data for you—even outside
the EU

@\

Mandatory breach reporting

Data controllers must tell local
supervisory authorities, such as the
ICO in the UK, within 72 hours of
becoming aware. In serious breaches
individuals must be informed

EU General Data
Protection Regulation

e Legal framework: guidelines for
collection and processing
of personal information of those in EU
 who can do what with data
* incl processing outside the EU

e Data users must be compliant — not
only data controllers (custodians)
e Privacy by design — accountability
and responsibility to prevent
disclosure

 Breach reporting

@ https://bit.ly/2020cw-data-privacy
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Must be confirmed by a statement
or other clear affirmative action. You
cannot assume consent or even use

pre-checked website boxes

General Data

Protection Regulation

(GDPR)

@\

Mandatory breach reporting

Data controllers must tell local
supervisory authorities, such as the
ICO in the UK, within 72 hours of
becoming aware. In serious breaches
individuals must be informed

Could be an employee orvia a service °

EU General Data
Protection Regulation

@

Data Protection Officer

Might be obligatory. Requires expert
knowledge of data protection law.

Individuals given more protection
Consent:

Q e stricter rules (no auto tick

consent)
Privacy from start to finish e can withdraw consent anytime

e Right to:
access data
e Beremoved from dataset

@ e know what happens to the data
Widorseope For us: stronger data governance
— frameworks, privacy by design
infrastructure & processes, data
processing logs, transparent algorithms

@ https://bit.ly/2020cw-data-privacy

contact

Privacy considerations must be
built-in everywhere and only data
strictly required for stipulated ®
purpose can be used

Covers your business, plus those who
process data for you—even outside
the EU
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Penalties
]

Could be up to 4% of annual global
turnover, or €20m, whichever is
greater. You might be fined even if
there is no actual loss of data

®

Data portability
I

Protection Regulation
(GDPR)

Individuals now have the right to
move, copy or transfer personal data—
even to a competitor

@\

Mandatory breach reporting

Data controllers must tell local
supervisory authorities, such as the
ICO in the UK, within 72 hours of
becoming aware. In serious breaches
individuals must be informed

Could be an employee orvia a service

EU General Data
Protection Regulation

Data Protection Officer

Might be obligatory. Requires expert
knowledge of data protection law.

Non compliance = fines
UK applies GDPR via UK Data
Protection Act, 2018. We follow
both.

DPA gives some exemptions:
e For patient care, historical data
https://ico.org.uk/for-
organisations/guide-to-data-

Privacy from start to finish
|

Privacy considerations must be
built-in everywhere and only data
strictly required for stipulated
purpose can be used

rotection

Wider scope
]

e Post Brexit: Likely GDPR alignment
e Google moved our data to US —as
we are no longer in the EU.

@ https://bit.ly/2020cw-data-privacy

Covers your business, plus those who
process data for you—even outside
the EU
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[I\}ewcas.ti!e Data privacy measures
< Lniversity in health research

Secure data facilities
analy5|s

Anonymisation / Psuedonymisation / Aggregation

Data Governance
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[I\}ewcas.ti!e Data privacy measures
< Lniversity in health research

| 1 |

Anonymisation / Psuedonymisation / Aggregation

g @DrBeccaWilson 8 becca.wilson@newcastle.ac.uk @l https://bit.ly/2020cw-data-privacy



mailto:becca.wilson@newcastle.ac.uk

A5 Newcastle L
B University Anonymisation

Anonymised data: GDPR does not apply to the processing and storage

Anonymisation: What is identifiable information?

strips all identifiable * Name, date of birth, address
information from a dataset e |P address email address

Name  |DOB_ |Address | smoker(Y/N)
James Smith 18-01-1978 123, Amazing Street, Brilliant Town Y
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A5 Newcastle L
B University Anonymisation

Anonymised data: GDPR does not apply to the processing and storage

Anonymisation: Data can either be useful or

strips all identifiable perfectly anonymous, but never both.

information from a dataset Paul Ohm, 2009,

https://ssrn.com/abstract=1450006

Name ________IDOB_______ |Address ________________|Smoker(Y/N)
XXXXX XXXXXXX XX-XX-XXXX XXXXXXX, XXXXXXXXX Brilliant Town Y
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Newcastle L.
University Psuedonymisation

Psuedonymisation:
replaces identifiable information

Person ldentifier | Age band Location Smoker
(Y/ \))

W|th non |dent|f|ers E.g. 64982041 41-50 Brilliant Town
referenceS, aggregate or
categorical information

Name
Address

Date
registered

Party

affiliation

Ethnicity
Visit date

Linking data increases risk of re-identification

1997 PG Latanya Sweeney re-identified Governor
of Massachusetts combining publicly available
data, anonymised health records & identifiable
el ectoral register. Medical Data Voter List
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Record
Hospital 162: Sacred Heart
Medical Center in

Providence
Admit Type 1: Emergency
e of Sta

Length of Sta
Discharge Dat

Newcastle
University

Discharge

Status under the care of an
health service
organization

Charges $71708.47

Payers 1l: Medicare
6: Commercial insurance
625: Other government

Emergency E8162: motor vehicle

Codes traffiec accident due t
loss of control; loss
control mv-mogcycl

Diagnosis .

Codes of other specified part

of pelvis

51851: pulmonary
insufficiency following
traums & surgery

276%: hyposmolality
_&sor 1
78057: tachycardia 7
2851: acute (
. rrhagic emia

p

| Age in Years

Gender
ZIP 98851

_AN OTORCYCLE
A 60-year-old Soap Lake man [was hospitalized
avurcay afternoonjaféer he was thrown from his

metorcycle. as riding his 2003

darley-Davidseit north on Highway 25, when he

failed to négotiate a curve to the left. His
motorcyeie beecame airborne|before landing in a
WO00 area. Jameson was thrown from the bike;

h as wearing a helmet_during the 12:24 nm

ncident. He was taken to Sacred Heart Hospital.

The police cited speed as the cause of the crash.
[News Review 10/18/2011]

State Reside WA

on-Hispanic

g @DrBeccaWilson

Linked data and re-identification

Race
Ethnicity

#f Age
' Hospital

Residence - Admit Month

Procedures |
|

Physicians ,'I

Name Diagnoses

Costs

Payment

News + Public  Hospital Data

Sweeney L. Only You, Your Doctor, and Many Others May Know.

8 becca.wilson@newcastle.ac.uk

Technology Science. September 29, 2015.

https://techscience.org/a/2015092903
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[I\}ewcastt!e Data privacy measures
< Lniversity in health research

e
e [
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Newcastle
University

Data safe havens

Secure infrastructure to store,

remotely access and use research data

Not always at scale but benefits of being

national or regional

Strong security and governance standards |

(e.g 1ISO 27001, restriction to approved users)  cwws s
l
|

Remote data analysis within the safe

haven using standard tools

SAIL DATASETS

Here is a list of all the datasets currently available for researchers to use.

Core Restricted Datasets

Annual District Birth Extract | | Annual District Death Extract ‘ | Critical Care Dataset ‘

| | Emergency Department ‘ | National Community Child Health Database ‘

Outpatient | | Qutpatient Referral ‘ | Patient Episode Database for Wales ‘
Postponed Admitted Procedures | | Primary Care GP (Audit+) ‘ | Referral to Treatment Times ‘

[ UK Health Dimensions

Welsh Demographic Service ‘

Data usually anonymized, psudonymised and sa|L Databank: https://saildatabank.com/
Healthdata for Wales: Most requests ~12 weeks

can be linked data

Unable to remove data from environment

approval. Statistical analysis; medical texts for NLP.

g @DrBeccaWilson
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University Data safe haven limitations

Requires substantial investment to set SAIL DATASETS

Here is a list of all the datasets currently available for researchers to use.

up and maintain
Safehavens - no access to outside world
e.g. websites, github to bring scripts (often
have an upload script mechanism

‘ Annual District Birth Extract | | Annual District Death Extract ‘ | Critical Care Dataset ‘
W i t h h u m a n S C r u t i ny) . [ Diagnostic & Therapy Services Waiting Times | | Emergency Department ‘ | National Community Child Health Database ‘
R i S k Of d a ta S i I O S l Qutpatient | | Qutpatient Referral ‘ | Patient Episode Database for Wales ‘
LN
M M Postponed Admitted Procedures | | Primary Care GP (Auditt) ‘ | Referral to Treatment Times ‘
Anonymisation only goes so far |
[ UK Health Dimensions | | Welsh Demographic Service ‘

Can view the data, linked data increases
reidentification, can screeenshot etc SAIL Databank: https://saildatabank.com/
Healthdata for Wales: Most requests ~12 weeks

approval. Statistical analysis; medical texts for NLP.
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[I\}ewcastt!e Data privacy measures
< Lniversity in health research

Secure data facilities
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27 Newcastle I
8% University Secure data facilities

Secure Pod: analysis of most sensitive data e.g.
identifiable health care data; sensitive
and confidential business, social and economic data

e Strong data governance
e Not externally networked (no internet)
e Secure connection to dataset - no data in pod

e [tems prohibited e.g. keys, phone, electronic
devices, usb stick, writing tools

e Often record you

e Analysis on the designated computer, results
undergo human scrutiny SafePod, St Andrews University
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[I\}ewcastt!e Data privacy measures
< Lniversity in health research

Privacy — by - design
analysis
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25 Newcastle . . .
8% University Privacy by design analysis

91- Investment in novel technological approaches for the management of
patient level data, which do not require the physical transfer of data
([DataSHIELD]), block chain and homomorphic encryption, and which
meet national and international data protection legalisation are urgently

required.
7

Cave, A et al., December 2019

for Heads of Medicines Agency - European Medical Agency joint big data taskforce:
DOI: 10.1002/cpt.1736

@I https://bit.ly/2020cw-data-privacy
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JataSHIELD Privacy by design analysis

Secure Bioscience Collaboration

DataSHIELD an open source software resowce N

and infrastructure for distributed, \ =t - ,?f_‘a'ELDS*’_’_‘i‘” | = DeaSHELD s 05
----- Data controller firewall

remote analysis automated disclosure | "~~~ DataSHIELD anaiysis commands

Data Store

R Server

o J00)

- - —» Non-disclosive summary statistics
CO nt rO | T~ S R » Direct connection
_ \_ T ! -/ B .
/~ DataSHIELD Server 1 A /" DataSHIELD Server 3

; -
DataSHIELD \\ ' .
Client | ——
e R Studio Server \
. DataSHIELD client \
packages \ [ ]
\

* 92 functions: exploratory, statistical +ﬂ~
modelling and data visualisation .

s Opal

* For horizontally partitioned data =~ ¢ cieosmemms/ | - /
Wilson et al 2017, L
DOI: 10.5334/dsj-2017-021 Analys

http://www.datashield.ac.uk
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ataSHIELD Working in DataSHIELD

Secure Bioscience Collaboration

Scatter plﬂt Uf EtUdyE Files Plots Packages Help Viewer |
& zoom | FExport- | Q]| | & /5, Publish
= save as Image...
- Histogr T save as POF.. -serverl Histogram of ds-training-server2
w ra ,
o o ["] Copy to Clipboard...
E 2 - = n -
e ] r~
D |
D f—
<+
o
(] |
- — n _
age.60 g‘ S g‘ a
@ @
o ] o
e g 3 2 8 - u
% & 7 i m
T 20 B
o
[Te} D -
- 15 — o
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N o —
5 10
o - o -

40 20 0 20 40 LAB_HDL LAB_HDL
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e Resource: data
connection locally

nosted, via url etc

e high volume ‘omics data

neld in standard formats
such as vcf

e DsOmicsClient under
dev led by DataSHIELD
developers at ISGlobal

g @DrBeccaWilson

JataSHIELD

Secure Bioscience Collaboration

—

Current Developments

Resource
E.g. file, database,

dataset, computation |,

\ server

. Opal

. R server
e R parser [
s DalaSHIELD server packages/

Data Store
ﬁ R Server

& 9 DalaSHIELD Interface (DSI)

Data controller firewall

/DataSHIELD Server 2\

DataSHIELD analysis commands

—» Non-disclosive summary statistics

------ » Direct connection

DataSHIELD \\

Client

* R Studio Server

. DataSHIELD client
packages

Analyst

® becca.wilson@newcastle.ac.uk
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NataSHIELD DataSHIELD Challenges

Secure Bioscience Collaboration

* We're an open source software project! SSI helped us grow

 From small University team to co-ordinating team in UK-France
 Newcastle University, University of Cambridge
e 2 x SMEs (operational and integration)

* Project contributers across Germany, Portugal, Spain, Netherlands,
France, Denmark, Canada (https://bit.ly/datashield-team)

e Supporting research consortia Europe & Canada (https://bit.ly/DS-users)
e Limited by speed to write & test functions with disclosure control
* Funding sustainability

Join us https://datashield.discourse.group/
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Newcastle
B University Summary

 Need to have to have strong data governance and systems that are
compliant with relevant ethical-legal restrictions for the data

e Tension between legislative requirements (= bare minimum) and
addressing real re-identification and disclosure risks

 No one solution is perfect — combination of different methods that
are suitable for your requirements
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Newcastle
B University summary

It is insufficient to protect ourselves with
laws; we need to protect ourselves with
mathematics *

Bruce Schneier,
Applied Cryptography

*, strong data governance and secure infrastructure
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2= Newcastle .
8% University DataSHIELD disclosure control

* No print to screen of individual level data
e Cell supression (consortia sets cell size themselves)

* Blocking overfitting of model: limits number of model parameters as
proportion of sample size

 Maximum string length in arguments

* Minimum allowable k for functions that rely on k-nearest neighbour
(plots)

* Minimum variance of added noise
bit.ly/DS-disclosure-control
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